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No more ransom! Ban lockers on the forum
13 1

Friends, on our forum LOCK@rs (Ransomware} and everything connected with them are_prohibited - Namely:

* Ransomware affiliate programs;
* Ransomware rental;
« sale of lockers (ransomware software);
bt All topics matching this rule will be removed. Fortunately, only a few of them were found.
Nov 12, 2004
2181
one
3406

More detailed explanation. Reasons.
It's no secret, I personally don't like Lockers, why? Few Lockers are technically interesting. Most of them (not all) are mediocre technical tools.
The main purpose of the DaMaGeLaB forum is knowledge. We are a technical forum, we learn, research, share knowledge, write interesting articles. The
goal of Ransomware is just to make money. The goals are not the same. No, of course, everyone needs money, but not to the detriment of basic
aspirations. We are not a market or a marketplace.
Degradation on the face. Newbies open up the media, see some crazy virtual millions of dollars that they will never get. They don't want anything, they
don't learn anything, they den't code anything, they just don't even think, the whole essence of being comes down to "encrypt - get $7. They just run to
github, laok for locker sorts there and run to encrypt everything they see. Since our forum is aimed at beginners, this factor is important to us.
Too much PR. Lockers {ransom) have accumulated a criti ss of nonsense, nonsense, hype, noise. When you mest the * Ransomvamy negotiator -
Profession , you understand that you are in the looking just crazy. Moreover, 90% of this madness was created artificially, feeding this hype.

Those who make good money on this noise (exchanges, intermediaries, )

Policy and hazard level. Peskov is forced to make excuses to our overseas “friends” - this is some kind of nonsense and exaggeration. The word ranso
was equated with a number of unpleasant phenomena - geopolitics, extortion, government hacking. This word has become dangerous and toxic.

Lockers will exist for a long time. This phenomenon was too Loudly promoted.

# tiandochen, GoriZavod, FatalException and 33 others

XSS W InZA 1L B AR 3 8
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JE5rF TR LI KT 100 2 28 Mo FHAF . LRI L4435k 375000 Senil 4, LA
W EZ) 250000 £ ITTHIZEEIRE . BEAL, AN RREE TIME 130 JIRITHIME R m, 4
FXLmE R ME TS E K. AETH, E459 10 H, BRINFZH Z7E S 5 == Fls -+
¥ 7 LockerGoga. MegaCortex. Crysis R8T REEEAN

202 5, EAX#IEORENABELEEEE, TEMIMEBR 2L RN 78RR
BIRARIR I . 360 fE¥ B AR RER T, KT R SS, RO 7 RERMSS, Rk,
2 EERIW R ARG A, P Bl MO 2 A [

AR, E WA 2R B 1% e R TS GRS o ELUnAR A F I A %
Wik, “HE SRR PIGR, MERE, BERORIMERORE, ARRPAR R
M & ART 500 RAG7T, FREIER T 5HEENEIRREARIZE

EERTRIRA B TE, TS T T, A E ARG R %, 20
BRET AR, JERG R — .
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—.  NetWalker #thyEN & 3t

NetWalker s£HH “Cricus Spider” WZEJLIRAHZURA “ R RAFRIRS: (RaaS)” izl
BERNYIRWE. 2019 FEEES52/0F 2T NEZ/ XA ZEEWZRGERL . 78 2020
L, ZFOER P K% R E COVID-19 AHRPy L 7k ¥ &, FHAERISE 3 AT aaH
B HbRBs v T f 2 E AT e Mk 2248 8 AR o, UL 5 MH, H3RA
CUlE 2500 J5 3G,

2021 55 1 H 27 HEE AR FHGENAL C &S T 5 Netwalker B R KA E 77 H
5 BIE WXl f, AR %k S B @ A . R T — & R AL 3R NetWalker $1R 2
FIHE 2700 J3FETTIIIE RN

THIS HIDDEN SITE HAS BEEN SEIZED

NetWalker i} sl &5
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DarkSide BIZR BB R HET 2020 4F 8 A e b @ e xf v By, e BN T —
Mo A AP R G T A7 2 F#H 5 . MR14 % 4) 7 BitDefender £ 2021 4F 1 H KA
TEEERE A FERTARRE A, ZEkRIR: BT 5 A B 8 B0 40%(1 A =44 A3
28, HFEN Bitdefender MIRIL, HFTiZHIBCAERN T %M1 .

Darkside ¢ 5 £k 7% 1 75 B

WEA5FES A7 H, EEBERRIMETE E Colonial Pipeline BB H) Rw Kt Bl
FLRP T RN VB 1) 5 B A 9 25 Ml PR S B AR R 2 17 NI EE LU TR X E N X
TR SEREAF IR BT IR B4 T “HPIRNIR 7 (1 DarkSide B1R W H. HT
TR BURA RS T RE &, TR 7 KEHHE, Colonial Pipeline N 7 RRKEIZ
B, AR EE AT 500 JIEIUIENES RS

,

COLONIAL PRESS RELEASE ‘

Media Statement Update: Colonial Pipeline System Disruption

Vpdate — Sundey. May 5, 550 o

Colonial Pipeline i #| X A T
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BEX S S, DarkSide 3 256 FE MR MrBUR FI4T i, HIERE B8 CANRE I V5 17,
Kl 1t 5 Wk L IEIET 1] o 2 B KN 8 A0 SRR IR B AT IR IR K K A SR R R AT AR AR 3 2R B
FHOGH) . XSS IRIREHL T DarkSide FEWRIRAFIM 22. 081 M ELAF MEN “2FHE” 4
f2 (LEAL 132 335 AR M DarkSide HIPKSRILED7 h 4R MK 25 8 3R> 1) - HAT exploit M
LRI IR SR IZIK K darkupp BHER -

@ No more ransom! [pyina, y wac ma Qopyve JANPEIICHDI AOKEPB] (RAnsomware) » 506, W10 C My CRIGIH0. A MmO
3) . ¢ .

MO THEDCKAE NPOIPavve Ransommware,
admin & o pevad Ransomware
0t
o MPOJAND AOXEPOS (ransOmware CoPr
1 gl Bee Teunt NONARNOUDIE NOR ITO NPIBKAO, GyayT yaMens K CudCThi0, rx OSHAPYRHAOCE DCErO MECKOMKO

Bonee paroepuyroe obuackenne. Mpuumntnl.

XSS WiZ A4

M0 52 B LR Bk AR, 35 [ 4 [ 55 R Sl H AN A% BT, 51 7S 5 [ EURT /e B EE A o
6 A, FBI it 4K %] DarkSide f7fif LAF MEZEHAM = RS54 . I ZIK P H T 63. 7 A4 Lhdr
G B B HAR K 7, %04k E Colonial [A] DarkSide 324K 440 J3ZE 76 230 Ji3E 7T

PEFR DarkSide 2B B\ E H {142 Coinbase £, FBI MIE]VEES 1@ LX) Coinbase K&
i sm AT A2, FRELEH) DarkSide HIERALHHERIALAE] . I B2 BT gl XSS MR LSR8 I 81
SE ) 22. 081 ANELAFM, Bk SRR 85 4 A 85. 781 NMELAFM .

HETH, #e2 NRRI—FH R YA BlackMatter (31542 H DarkSide Ay 4
MoK FRAE M AL IR I TG R AT &M 5 H S5 G AR, FEARRIFERN PG REvil A
DarkSide (W EDRE.
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BlackMatter

byte
°

We are looking for corporate networks of the following countries:

« USA
o THAT.
« TO.
« GB.

All areas except:

« Medicine.
« State institutions.
Requirements:

« Zoom Revenue o1 100kk+.
« 500 - 15,000 hosts.
« We do not take networks with which someone has already tried to work.

2 options for work:

« We buy: From 3 t0 100k.
« We take it to work (discussed indmidually)

Scheme of work:
Selecting a work option -> Access transfer -> Checking -> We take it or not (in case of discrepancy).

Deposit: 120k

First contact of the PM. We are looking first of all for stable and adequate suppliers.

BlackMatter [1BARE M IRIFAZERIK %

BeAt, Z 3 Z R AMUSCRRAE Windows _EIEAT, IESCHRFAE Linux M ESXi kg5 s BI84T
H AT Sl ISz HH Py, I H O 52335 [ BlackMat ter ST 400 75 TC < -
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2021 2 H 16 H iR EE T 5 5 5 22 BTG E S 50 224U T Egregor [ — 4 Rt (JF
BIBAZ G, ARH 2 R — i, FEATEEEHR . M 2020 49 H 24, ZFXKEC
RIS 206 AN HAR, HA SR E 2 A4 KA ——F iniiE s & Ubisoft, 2R AR
Ouest France FI¥i E-k#E E i Gefko 4. H ATz 23005 Mt 25 W 1k £ 0¢ b ek Ui
im] o HAEAS H R R IR % 5 Bt S 4

Hole of the month

This month two gome industry mojor companies are nominated for the Hole of the Month Award

1. Game software developer Crytek (https://www.crytek.com)
Thot is OmMoing thot whils decioning 1o be the leoder of the market this softwore is COreless GDOUL B3 OwWn SeCuUrity

We were not oble 1o pOsS the Austrolo size hole ond take 0 0Ok INside. Whot Aid we find there? POsswords in free OCCess,
Sy OF the COVEMEn Nvel uUNeNCryPled Chots, files with CONIOCES, fes00rches, CNQNO IO CO COG ONA NEW AEVOIODMEnts.
We hove 0iso find development plons, bookkeeping ond 0 Jot more

Some ports of thot Info will De PUbIshed 00N SOMe POrts will De 50 10 ONe Of those Wwho Ore very iInterested

2. Game software developer Ubisoft (https://www.ubisoft.com/)
This Geveloper if NOMINated NOt just for Hole of the Month. But 0lso for the Clown of the Month Aword

W found $0urce COUeS In 1100 OCCHSS IN the MOIN NEtWOrk. POSIWOrdS IN the GOC Tles WO Ofty Protecton,

Ol the oMEpioyees O Gevelopers JOtO ONd PErsonal INfOrMmotion, CONIOCt, QOMe enNgnes ond o ot of more

Ouys, ¥ the QOo! of the JOSE MISSION IN yOur QOMEe ODOWE hOCkers wos the hock of yOur COMPOnYy, we've Cone & There's our prize?
The QOme WATCH DOGS: LIGION wos completely Sowniooded from your Company senvers.

There's 0 oSSty thot 500N we will moke O present 10 off fons. We will compile 0nd URIoOd the QOMe 10 PUDIC OCCess

The QOmes of SUCH level SHOUD DO THLIDULed freely. NODOGY SHOUID toke MONEy 10f this

$00n there will De MOre interesting Moteriols. Stay with us.

PS5 [veryons who is going 10 use the products of thot COMPOanies 100N, try to think ObOUL the Possible DOCkaxoes from [gregor Teom.

Crytek M Ubisoft i B Xd;
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V0. HelloKitty BH#EEN4 Xk /A F] CDPR

HLAE 2020 4F 12 H, 5tA #hZ 0 5 H K B J6HEH#E CD Project Red, {HABRICH 1 3%
ZENT R ZE R IIER . B E BT EMRE 1 Google Play Store 40k F#h
IR EE 1% 5L Cyberpunk 2077,

M7 2021 £ 2 A, CD Project Red JFA % HelloKitty #IZMa Ly, FHOCHHY
im0 RO 2 B 5T L. CDPR 28 — I [H] [0] N 4R 268 AT B4, JFid & k2 1 1R i
YE. AABZG G RIF AT 3. Thronebreaker F1 Cyberpunk 2077 25 [ JE AL AE I W 18 1% 4l
INTEASE, REAEZWIES 0. 1BTC A3 H T & 5432,

A
A

HelloKi tty #2525 ] AFE RS 4 F5 5 CDPR %4

Fi. DoppelPaymer SME R 7 KB Ak

DoppelPaymer B4 4 H s JLF-#2 KBAL, 78 2020 SE IR E LD LEE
PEB| A2 e P OV « Il 488 [ R 7 LA RS — S PR ) 2208 3 Uiy S BUR S R RO B BT
FH N E R 1200 GRAREY FREME 2. 3G ANRT . AEE) 246G
Visser Precision fEAAXNZHIASCATING G fa, H& P Rrilihi. W SpaceX SHLE SC/FH
Ptz

2021 4 2 H, %8205 25 K DR BRI A AR RS M 52 [ 1) 2080 12 51 )2 k3, M
PR BAGR G SER 2R E 2000 JR T e, JEARVE A 2o/ ST R B M55 . 5 RAE A
SEM RN SOAT, IR N3 3000 J3 3845 feJm WIER XU IRIE MG, BERK=
PATLERE R I b B3 B Y A o R LR 1R SR [ E B SRR SS R
BN SCRR R G, RN AR Z AR uh 5 L8R HOR N RAE A S5
T, (EIUACAT- IR R 52 2 e Rk Mk S KK

T 7E 25 KBBR8 Colonial Pipeline #f DarkSide X ii/5, DoppelPaymer FVE
AR T, 5 H T e H A it 55 Wk R v B 2 HE T R

HE7H, #7557 KD DoppelPaymer A GE LA #AT T “WMBEMRE”, FEMHLN
Grief (XY Pay) . W& H B Z ML AL:
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2. FHFEI 3 K EIE (Dridex B 4)

3. EEAHNRARED, KR E] B0 5% (RSA2048 F AES-256) o

4. B P W L3 P A DR 97 A 51 (GDPR) VR DA o, RASH SR IR 52 T 38 75K DR e U i W v
Ak .

5. Bttt R vl BB 1R TE LU IS IERS A

KRS B2 M 2021 4 6 HIFUARY, (AR SR B R A R gn Bl )28 5 H 17
H o [ 12 2 52 T8 46 NN S HRE XMR R HO0EE 1, SR FH G REA0L 0% AR KRR B2 A2 o 1 i
W Ean a1 Grief BIEMECEITIERLE, Hrh i E LK% FE#H Clover Park i R
WA 35 J3EITTH XMR.

75+ Sodinokibi (REvil), JEFELARIEY)

2021 £ 3 H, Sodinokibi (REvil) #j% A1k [F) %% (Acer) 2 % 5000 53T (49 3. 3 14
JTENR ) MENBES, B2 e m Sl . Z8ZRMBFEANINE T Acer I3,
G T 5% Kb BRATEE R BRATIE IR TR SN SO 37 772 BN RETE ML 58 B (8] Py 3¢
A4, 12 AKCHE 7 B 9 A 5 B3 AR s

Acer Inc.

Acer.com - is a Taiwanese multinational hardware and electronics corporation specializing in advanced electronics
technology, headquartered in Xizhi, New Taipei City. Its products include desktop PCs, laptop PCs tablets, servers,
storage devices, virtual reality devices, displays, smartphones and peripherals, as well as gaming PCs and

accessories under its Predator brand. Acer is the world's 6th-largest PC vendor by unit sales as of January 2021

Download links will be added after posting, please wait...

Sodinokibi (REvil) KAGFRTRIR AL Acer FHEMI A

WA, EERE ORI AT R K] iE s m I R A S
Sodinokibi (REvil) ¥y & & Uy, HERE 5000 /33 TolE AR . Bt i &4 3K H
L4 527 H, RS 1Al thRdh S O R R P s, HAr A
HERA 2R PR g G, (HIE AR TR BUR. B . . RN
M B LG AE R AT],  HRTSERAES 2 B B AR Sz Bk A A RIS R
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FERN IR RIS 5 3k I s A T AN SR Co 2 P R % T, e VR SR A A AT 4
Pifi #d . 172 Sodinokibi (REvi 1) {851 53¢ RyCH], A uimad Bl 3¢ R ——mc A
e e A o B KAt (SRS AR AR T R A o S R S SR AR 7 i BB 1 185 R 2 A

Products:

Apple Watch

Apple Macbook Air
Apple Macbook Pro
ThinkPad Z6éom

In order not to wait for the upcoming Apple presentations, today we, the REvil group, will provide data on the
upcoming releases of the company so beloved by many.Tim Cook can say thank you Quanta.From our side, a lot of
time has been devoted to solving this problem. Quanta has made it clear to us that it does not care about the data of
its customers and employees, thereby allowing the publication and sale of all data we have.

P.S.

Our team is negotiating the sale of large quantities of confidential drawings and gigabytes of personal data with
several major brands.

We recommend that Apple buy back the available data by May 1.

More and more files will be added every day.
The same is in pdf format

Proofs:

TR S R L
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JBS USA today confirmed it paid the equivalent of $11 million in
ransom in response to the criminal hack against its operations.
At the time of payment, the vast majority of the company’s
facilities were operational. In consultation with internal IT
professionals and third-party cybersecurity experts, the
company made the decision to mitigate any unforeseen issues
related to the attack and ensure no data was exfiltrated.

“This was a very difficult decision to make for our company and
for me personally,” said Andre Nogueira, CEO, JBS USA.
“However, we felt this decision had to be made to prevent any
potential risk for our customers.”

The FBI stated this is one of the most specialized and
sophisticated cybercriminal groups in the world. JBS USA’s
ability to quickly resolve the issues resulting from the attack
was due to its cybersecurity protocols, redundant systems and
encrypted backup servers. The company spends more than
$200 million annually on IT and employs more than 850 IT
professionals globally.

JBS USA has maintained constant communications with
government officials throughout the incident. Third-party
forensic investigations are still ongoing, and no final
determinations have been made. Preliminary investigation
results confirm that no company, customer or employee data
was compromised.

JBS Xk

44



D ros HIESE
@SsonEs:s il ssomexm

6 HJK, Sodinokibi (REvil) #h2 A4k 75t PN 4 it 25 Wk kA 17— M A5 8. “ A o
(2021.07.02) FATTRE MSP #2451 Bty, Bk 100 TAN RGAE R GY . i AT ] N A 2L
0 7 08 FH A 2 2 ——FRATT AN A% /2 7000 J33E J0 11 BTC,  FIRFRA 1K 2 R A fife 2% 48 e 2 BT
ZEHEFH IS, RETA REAREAE—/ DI N RIS o WSR2 58 5 IO i —— i
FREEZ RGP N ‘readme’ RS SIATBER.”

On Friday (02.0 S More than a million systems were infected. If anyone wants tc

KASEYA ATTACK INFO

0 000 0008 in BTC and we will publ

intereste

Sodinokibi (REvil) %f MSP H#t N KA B A 45

B IE A A AR, REVE D JEXTASFISERL R 32 F 38 1 il 1 AN A<z 4% MSP (8 B AR
PR REvil 22 500 J73RI0, A IMRE 4 755 4.5 JiRITT/FARESE. IR
dr R T 2 MRS L T 24 E . HhE R KIESGE T Coop BILIX F4F
SRR RS G, $OBICH] T 500 KA S

BRI EAF R A E, REvil R Kaseya VSA R4S #8 A IR R U5 M L3S E & P R4
R VSA BE5, SRR I ARG B L A T AT ISR N ARl AN 2w R 4, I 22 AT R I
MBS IR AR FNR, Kaseya IEYES HH P RAAN T, (AAFHRIE B
REVi1 S5 — PR T o KRBT A AU AR E R B ROR N — X, R thalig 1
B R DK

KRy 525 FH VIR A B2 S ——AE 7 H P RACH W44 2 F 38 R R 2 W, 1M 7
HIE, Kaseya MAZAGAEMI S =7 Frh 3RS 1 J8 g TR, mTBLpp Bl iR 52 Bl fE i 1)
B B S
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PRERTE K. ELE 9 AY], FRAFIEMAH K Sodinokibi (REvil) # &R AR EXEH, AMUEJS
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General-Decryptor price

the price is for all PCs of your infected network

You have 2 days, 22:19:33 Current price 2217.786 XMR
Sianiiant the trice will be doub: 600,000 USD
s on Sep 18, 111345 After time ends 4435572 XMR
1,200,000 USD
Monero address:
CHAT SUPPORT ABOUT US

Hello. No comments

We think that a penalty for illegal use torrent is $300.000

This is the problem

Sodinokibi (REvil) [F{kZREE 30 J5 35 084

HULE Sodinokibi (REvi 1) BB B AFEATIRIEJE A, [ESMRIEFR T 138 1 R ik IR SR E
TEFREWIRES, OB R TR AR S — BBl Z N2 HH SRR 7 %
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WE.. FEATULLFITE,

RNZLGERE
dnpscnbaix6bnkwvystl3yxglz7nteicqrou3t7StpccSS32cztc4bqyd.onion

MR EnIER, SoJLIRE:

o IB)LEEL,
o ERCHNPSTERSER,
o MMOEEENFYEIGA, WHILE Tor Browser RECRIENHIEN

Sodinokibi (REvil) [3Z 45 K Hi 45 itk 2 ) s 1 )y 47

MNARE R AT B S BOZ Bk S AR I Al 5 % 32 22K Dy B 44 Mo 8 3R IR 1%
HBA e 2L AL, I HL AT Re A X Sl 51 & 4 o

As you know, from the beginning of July we went off after the announ disappeared. Since there was no
confirmation of the reason for his loss, we resumed work, thinking that he was dead.

0_neday

RAID array

— But since we have today at 17.10 from 12:00 Moscow time, someone brought up the hidden-services of 3
" 100052021 1anding and a blog with the same keys as ours, my fears were confirmed. The third party has backups with
E onion service keys.
18

8

| checked the servers and found no signs of compromise. For the keys to your campaigns - contact me tox.

So far we are off.

Complaint Dlke +Quote & Answer

O Lockeasupp

M BATH AT
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Babuk 1 ZWi# T 2021 £ 1 A Bl 4 AR, SLEWUE ;1818 Babuk B Zm &,
HeoiHK 25068 Hids . MATTFIIEEE , B BUOEE O R aEmR . BEamscrh. Sk
SO RA R HABAT B o %8200 B 5 BEOR AR R UUE 7 48 3 RN AA TR &R, B
ALK A AT E T RNAT B o TR 2% AR R AT 30 s 2K 82 e edy S [ (R AN ALK, JF E PR G FBT
[ CSA (2% )i BRI B Oday, 3R R ECEE KRR ) Bt o

:7:1:{V]/4 Metropolitan Police Department DC

mpdc.dc.gov stolen more 250 GB data

il
m=:m

WASHING T,
D.C.

Mello! Even an institution such a3 DC can De threatened, we have downloaded 3 sufficient amount of information from your
Internal networks, and we 3dviie yOu 1O CONACT US 33 $00N 35 POsdie, 10 prevent leakage, # NO response is received within 3
Gays, we willl start to contact Qangs In order 1o drain the Informants, we will continue to attack the state sector of the usa, o4
€58, we 1ind 0 day Defore you, even Larger attacks awat you 500N

Babuk B 25 BEGTE T B R AE 2

5 H AR T I T BN, Fon RSSO 10 B4 . (HiX—421E 3 Babuk [
IRIELE, 245 27 i AT SR A A WA BRI 8% 5 B I B T A Sl - R, BE
TERE AR T2 H0E, HP R SR EsAE, O WP . EE K.
R R, WM5E R,

AN JGSUH R R BIKEAG, AT R YR, FRH N EE i oimivE R . [H
R IS B AT 5 e it 5 S W i, BT B e B S ) X 8 SR JR A A T E i % X vl A s
Bl o AR 5 53 70 45 BB 2 T LBt 2 AR @ s 2 Aok T S
E ML U e ] e e NG = (5.0 | A

2021 =6 H, H AR Babuk BhZ W B A AN BRI B, X S8OE 2 175
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FESE TR/ 3 T T2 PR BB DA DT . 02 A8 P 1 2 SR
R ST FRS A O B TLE Windows REELEET ARM V- 1 RG0S 17 3647 It T
{ o BEGRBRAE TTREAR 0 1 3, R ARG — AN SO 44 BV T2 %S5 T 8 P 20 2
AR

{c) 2889 Microsoft Corporation, i¥ RV

d_esxi.out .3 \adnin\Desktopa bedadf 12beed294f59026162>C: WUsers \adnin\Desktopa
- pdadf 12beed2 \builder.exe

d_nas_arm.out >
ot builder.exe F
d_nas_xB86.0ut

"7 d_winexe 1294£59026162>C: \Wsers\adnin\Desktop\a

e _eso.0ut
e_nas_armout 1 generated,
e nas xB6.out "¢ p win.exe" written?

51 e winexe mitten?
2 written!?
kp.curve25519 . sitten?
ks.curve25519 : ' written?
" written?!
" written?
ut' written?
" written?

" written?

Babuk 275 88 2E Ay

9 1, Babuk HIfk Py #8AL H ATV B . AE LT SRR fiiE Ty (B e, U B
PTE ARSI U S B T B A%, (HAR M B 481X — AT 08, D Oiltk i 8 05 Hdls 2t ok
KEAGFRIFEN o 1R B R A 28 M M, A LG 0 0 18 3 A8 0 24t 25 B3 RAMP 1
7, M NGNS E) T BabukV2 #2 Xy

M H, —4 ID N “Orange” MEEZAE RAMP KR AT | —F &, wEPAE 12856 Bk
E3E 50 AN Fortiner VPN AR1E. R4 TP @A TR IE X, KA 11. 89%HI X #5K
H i E . [FIGE W% 2] Groove 83 8 (1) BUHE M &% W3l AT T — & 78 17] RAMP i 350 T
Fortinet VPN ALIEMEEE ()30 %, A5 I HIK A X LB UE R H R ARG E 2 R E S
R ATED) .

Groove vreuxx

Mbi MOXXeM NPOCTO AOroBOPUTLCA [first source code 3gb ] Irz.de stolen
43 gb source code

ECTH N CyMMA AEHEI0ILIX IHAKOS NOCAE KOTOPOH Ml CBEPHEM CBOM

ONePILM

{nTaTe pasee

3anarueHHble fortinet Toukm Bxoaa

“Orange” KAT A A K S BUBREHE
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2021 FF 4 H, QNAP (JRICIE) MM AFAE & PR B R R B UG R, 2 HEH®
& ERSCHEIIMEAE A Tzip IN%S . QLocker BIZMEEHRKILT 4 H 19 H, Z @ HKE
e, RERLIAEE A QNAP WA B B gy . 40 FORITIE],  QLocker SREISCE 18 4 18 =5
k26 kT, HERAERAREA 500 Kookit, HEIHREOH 525 M2FEHETH.

IR FEEBEFIH TS I CVE-2020-36195 (22 A4z il & A AL N 2% 150 SQL

TENIRIRD o {5 ] QNAP 5L 25 F() FH P LA RV 22 AR ) & BEARTUIN BTN & #5470 [F) 25
SRR RSB RRAS 6 S T B 2 ) 2 R L

R IR R A7 AR 1 BUG 8 B A2 Wt 5T oK B, IR PR 50 44 5255 3 )
PWRESCH:, {HH AT R % 2 4MZ BUG.

<~ Thread

&) Jack Cable @jackhcable - Apr 22
b If anyone’s dealing with the QLocker QNAP NAS ransomware, feel free to
DM me. | can help recover data. #qlocker @QNAP_nas

Q a7 1 4 Q w27 A

& Jack Cable @jackhcable - Apr 22
‘ Update: it looks like this may have been fixed by the ransomware operators,
unfortunately. | apologize if | was not able to get to yours before it was
fixed. In total decrypted around 50 keys worth $27k.

Q 27 T 13 Q 76 N

LA AP 50 44 5% F IR E S

fis NBHETHMBIREET ML, Conti BIKTEAME

2021 £ 5 H, ZI/RZ PAMRS T4 Conti R EE L . BRI W &R 2 BT
RGN T E KR, i 2 5K 1 B i B2 ik 55 thfal I I 5 PR, BT HR 17 7006B B 224k
o FRF AR BN 2000 J7 3 T0 T Egs A . BAR IR =2 AR S5 HE 1T iR 3
AP, (H R L) /R 22 AR ST BT 13RO S 2 TR o A3 Conti BRI & BIIKER,
URR 2 R 2 AR S AR T IS SO e, A UoHs 4 o B s AT
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WAFFEE I AT o Behh, FRHESEW] Conti BIRMEINIZEH FM LIRS E

—HHN

Ryuk IR RE . BRI EEE R JeiAE TR TrickBot fRATAR B2

PRI N AT B R Pl

Intelligence Report on Ransomware Gangs on the Darkweb
https:/Awitter com/darktracer int
support@darktracer.com
List of victim organizations(2,155) attacked by
Ransomware gangs(34) released on the DarkWeb
No Victim ~ RansomwareGang |  Date
12023 | u Conti 2021-04-22
2024 . ;l. \ o Conti 2021-04-22
2025] " : Conti 2021-04-22
2026 m O Conti 2021-04-22
2027) m B Conti 2021-04-22
12028] [ | Conti 2021-04-22
2029| Conti 2021-04-22
12030} DarkSide 2021-04-22
2031]" W o Conti 2021-04-22
2032 m .. Conti 2021-04-22
2033 2021-04-22
2034] o e W 1 2021-04-22
12035)1 Conti 2021-04-22
2036) Conti 2021-04-22
2037|100 ' Conti 2021-04-22
2038| Conti 2021-04-22
12039} mille = Conti 2021-04-22
2040/ [ Conti 2021-04-22
2041| Conti 2021-04-22
12042| ™ Conti 2021-04-22
2043] oy S Conti 2021-04-22
2044| = 2021-04-22
2045| , Conti 2021-04-22
2046) J Conti 2021-04-22
2047] W o Conti 2021-04-22
2048| o o 2021-04-22
2049 L o Conti 2021-04-22
2050]" B Conti 2021-04-22
KEHARIE Conti HHFE

1M 2020 4F 7 A 2 J& Ryuk ML EH & %, Hig

Conti ¥IZJRHI M .

:

BN T IR TE AR BN B

1M 8 A 5 H,Conti kNI A &R WEA LY 3 BOL T & 41908 H A B BUR U TR ATF,
Hrp it O bR BRI TR, 11055 — &0 SO A R 1 SCAF AR A .

MHE TR RATKIEEE, 2P A RATX L BURUE U — X Bt AR Conti
SRR T Al 5o, (I N RALANAGE] 7 1500 5670, HAR I 4T
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AR AR 4 U IRECE 2 % 5% PR . xS T RBEM 5, &EE R &
25T R AT A RS B A0, R AT e L2 G IT SITRIAR G R A& (X PR 1)
RS 2 1 R PR B B WA ) o ZBGERY B, SRR T 2 AFRIEIE, Fln “kiE
2 W7, ZerolLogon. PrintNightmare %5, TM7EAKThIR BB I8ds /W& H ARG, KHE
AT DL I 2H S N I T & T N RO . ST . SE RS — RERE.

PD3a3s0onLES

| FERiZE

Gl scesnoren K N ML
ENLNT baen  NERG LR

BeiPose The Moo WAL -m
e d

Ranls. 7y

Tmwen

retws

GuLR .
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AT

KT Z A 2 RS T B Conti #hZR AR A% O HERL 3 HT -
https://cert.360.cn/warning/detail?id=8d113d8786af993a847bfc2¢98c92ac6

M 11, 5427 Advanced Intelligence KAivH EFK, Conti B2 R ALK KL 5
BRI R A4 18 48 A2 T Emotet IS BIAVK I “Hig 7.

Emotet f 7 2% & T4 10 AN RIS, TR “ 27 & TR 7041 5 7 #3245
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Ui a4 ) o A L 7S R R A IR e, O FAD T R AR R A N L A2 I R B 17 1) AL
FR. 1M Qbot Al TrickBot NIi& Emotet 187" ML FE TR ', X K84 X &R FH3RE 3 1)
i AL PR BB 035 Conti 78 N 1 2 ¥R .

FERHEH Conti HRIE S Emotet {87 IZKHT, %82 0K A STAST ol sl ANXS B8 44 T 42
DI S RE P EOCP s (H L HE i ol DT 2 3944 7 T BAIE S A

If you are a client who declined the deal and did not find your
data on cartel's website or did not find valuable files, this does

not mean that we forgot about you, it only means that data was
sold and only therefore it did not publish in free access!

“FINITE RECRUITMENT" “M3 INC."
& hilos Mwww Infe COm au & Dios ewn mOas cony
9\»0«0 Heas Omce Q 1715 N Beown Ra. 8403 A
Level 23 Alx)ﬂt'u(e 123 Pt Street Lasrenceviie, GA 30043
Syaney, NSW 2000 Prone 770 297 1925

*612 B243 6858 5315 Avion Park Drive, Sutte 100
Tampa, FL 33607

Phooe 770 297 1925

© M3 15 a company of over 200
professionals Gedicaled 10 hosplalty and
fechnoiogy. WIEN a vast array of expertse
and parnerships, Our jeam s ready

“HELSA GROUP INTERNATIONA..,
& hios e Deisa oo
Q hetsatorm GmbH

Bayreuther Strade 9-11
95482 Geftrees

Germany

*49 9254 80.7%0

NSORNeisd-shop com

© From shoulder pads and interinings

10 sloeve head rolls and facing ik

helsa® Fashion Shaping I your pariner

In e Gothing INdustry when & comes 10
i WS Shape 10 yOur garments.

e Lamily -Oened COmpany with gkl

Melbou

*61 3 9617 3500
Brsbane

Leved 4, Watertront Place
1 Eage Street
Brsbane, QLD 4000

Telephone

*61 7 3232 2300
Canberra

Leved 2, 14 Moore Street,
Canberra, ACT 2601

+61 2 6243 6400
Perth

Mezzarine

28Tme E de WA 6000
+61 8 9219 3500
Adeade

Leved 5. 26 Finders Street
ASea3e. SA 5000
+61 8 8224 3800

Aucksand

Leved 16, AG Buliding 41 Shortland
Street, Aucdand, 1010, New Zeatand
+64 9 300 3055

W

Leved 14, ASS Tower. 2 Hunfier Street

W&Tm 6011, New Zealand
L4978 1088

help you nivigate the hoted and
BCCOUNING INUSINES with CUTING-€30e
1005 ANd NVALALe CXPONence

The peopie That make up M3, and who
Duld and suppPOrt your hosplalty
sOfware necds. cover the full spectrum of
1Chnoiogy and SOfware Competencies
With moce han 200 empioyees and
Growing. M3 is firm in &5 commiment 10
GO the Noht hing %0¢ B CusIomers - and
hat ethos starts noht here at home
VWKeiner yOu Own & SIngie property of are
CIDANANG 10 3 POMIOKO Of Pundreds -
QUr SUCCESS IS YOUr SUCCess. MY
MESSION 15 10 help yOou Save time and
money by ganing eScencies through
technoiogical sohons and 10p of e Ine

OPEradONS Geveligs. ProcuCes and sels
INIVIOUM COMPONENES SUCH a5 Shoukder
Pads and Inflerinings as wel as integrated
System sokSOns 10r Shaping and shape
reSenBon In MOodern. Ngh-qualty
outerwear

The hetsa® success story n 19547
with the Srst Incusarally tactured
shouloer pads. Todsy the tamily.Owned
COMPArTy 1 Ihe workd market kader for
COMPONEras hat gve Shage 10 Cothing
Read more about our miesiones!
Custom sokB0NS Of integrated shaping
oot range Ofers mary poscombes
Product range ofiers marny pos:

with fextie components that are essental
for shaping cothing

Principies ie S0Ck responsOaty and the
careful use Of resouUrces QUIde how we 90
DusINess &3 3 company. You can read
About our “Code of Conduct” and our
COMOany pANCIpies here

senvices

The M3 ntegrabons leam is Sledys
e Our netwcrk of sofware
SOBONS That help Cur Cusiomers Operale
MOre SAAMIess HCross vaned plationms.
M3 integrates with parners 10 speed up
DrOCesses and 10 QN more effecive and

Conti #KAE

+.  Clop &4+ N\ Rk

2021 4 6 J3 Clop BZ 2 S M E AR , 13 B SR S fit— A BRI 18] 2 3]t

® 6H17H: Yig=, HEMEEKEGITS), S w2MELELEYS Clop MIRKMH A
71, RNZH L R L Bt IR 55 28 FERb 500t , R85k 7Bl BB FHLAIRS 25 %
%y 18.5 HETMEL L ZEZEE.

® 6723 H: B Clop MIRBITIEARESIZAE, FFAERE R A A 52 & Hodli -

® 6/ 24 H: EJEIEMN Binance M %A 5 Tt T &1F, IIBUE N Clop BB AF Ntk
RITEK o

® 6125 H: BIMAIBEERHIIk A FANCYCAT, ZHBMAAU N Z AR id s b Bk 55,
I ¥ R A B & e (lin Clop T Petya BhZR ML), W R EFimIA 5105

53



> . |l ss0=2xm
@®ssonEss it 5

TCo MLUHTUHATZNE IR T 6 L ILTRAREEN , (ELIRE X Kb itk 25 0 2 73 4E IE #0847, iIE
W A 51 80 Clop #IZR AT S — 932, IFAEETT.

R RIUBeThe

Ox

IPEIen

Clop A FER R A

54



@ssonEss il ssomexm
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2021 5 A 23 H, EEETHEHLANAEH]iE R ADATA M8 Ragnar Locker #1241
o, J8f8 ADATA X PHARSCZ M & o TERETBUR R AE 2 10, 1ZB14KIE M ADATA 85T T
Zik 1.5TB FEE, HEITEH 700 £ B IR C 4 A T K AT ERE P .

MNAZ I 5 S O sl S (AR PR BB R L, AP A Y MEGA SR A7t FEVE IR LR 1 £
P, EIEF) MEGA iR —— AMIEELE T XHZEHE VT, IERZ L TR B IK P 6. B ATR
s TR . (BN AT ATTEEE, B HE AL FEENHCGMBZ AR LA
FAE B PLE SO JRELE. WSS EE . Gitlab A SVN JEARAD . VSO A TE R
TR

ARCHIVED DATA
!Attention Password for the Archives: ByfsCqapo6nZ#1JLDiw8

!!Inside some Packs you will find sub-archives with separate password, for such
cases there are txt file with special password, please check everything carefully

* Archive#1.7z (Size 297GB) DOWNLOAD

* DRAM-S.CHENG (Size 86.2GB) DOWNLOAD

* FIN-M.WANG (Size 58.8GB) DOWNLOAD
« FIN-M.SINYEH (Size 36.4GB) DOWNLOAD
* Archive#2.7z (Size 117GB) DOWNLOAD
* KRFS-MAIL (Size 18.6GB) DOWNLOAD
* LAFS-NDA (Size 319MB) DOWNLOAD
« MOTOR (Size 7.93GB) DOWNLOAD

* MOTOR-H.CHEN (Size 6.23GB) DOWNLOAD

* MOTOR-M.LI (Size 680MB) DOWNLOAD
* PACK#1.7z (Size 54.5GB) DOWNLOAD
* PACK#2.7z (Size 35.8GB) DOWNLOAD
¢ RD-A.LU (Size 1.01GB) DOWNLOAD

Please follow up

First batck of files is here:

* Pack#1.7z (Size 47.3MB) DOWNLOAD

* Pack#2.7z (Size 54.1MB) DOWNLOAD

M FF () ADATA %4
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ZB HUKAENAZ B BEAGERE T A, I il S 458 e #s B USCER Il W #8 OR A7 11 568
SAEVE, #ll: Firefox. Chrome. Internet Explorer, DA TIEX KeePass #5h0 45 H 2R 1) 3=
WIS, ZHEFEE ABRAERUE N ] NI R BRI ARG, RRZKE X 32 3 3 K B DDOS B
DA RS 8 TR 5B R bR, B U NATIR S, RR 2R R He 2

“EEY T MRER

56



D ros HIESE
@SsonEs:s il ssomexm

fiisR 2. 360 &L Pt RENZEFIFEE

—.  BO4FFRS

55 1 4 Xl — B2 B 30 d i AR T B, 360 %4 L 2017 SEIF R ftas
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450000 ) - ) 100,000
410170

366210

349224 347463 399912 5y 1n0  g0any
316530 10000
300000
250000
200000
150000
100

100000

50000

1A 2R 38 48 58 68 7R 8H 98 108 118 128

HARRIE: RMBSITEEE

PATF /2 360 $2 At 55 11 Jraly [ 47 ) E 2 5 7 ik (1) 4l
® 2017 4E-2018 4. HrHINS IR H I 55 4 B4 SRR
® 2018 4-2019 F: Hi SQL Server M. VNC F:f. Tomcat ZBHMIBH S HF
® 2019 4F:
B HTIY RPC i 55 A B i
B SMB PR AL I E R 2
WO e H AR BRI AR R
B X MYSQL. SQL Server. Tomcat %Mk 5% &% # AN T 2 77 (L AFE BT«
® 2020 4F:
B ERRE: WRNSSERE R B By, P NOERE, SAREEH
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